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Software verification
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Which is more fun?

* Play games

 Prove your programs correct

Angry Birds:
02 Nov 2011: 200000 years play-time
11 May 2012: downloaded one billion times
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Crowd-sourced verification

Ke software verification easy and fun

Ke the game accessible to everyone

3. Harness the power of the crowd

Goal: Verify software while you wait for the bus
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File Edit view Terminal Help
.7

static Intersection factory(Kind kind)

(kind == Kind.SUBNETWORK)
IllegalArgumentException(
"intersectionFactory passed Kind.SUBNETWORK. Use subnetworkFact

e

ry instead.");
€ f (kind == Kind.NULL_TEST)
1] NullTest();

Intersection(kind);

}

public static Subnetwork subnetworkFactory(String methodName)
{

Subnetwork (methodName ) ;
}

yae
* Creates a new Intersection object of the given kind with empty i/o ports<
* <br/>

* Requires:<

kind 1= NULL_TEST;<br/:

+ kind 1= SUBNETWORK<br/>
<br/>

+ subclasses calling this constructor can modify the reguires clause by
overriding checkIntersectionKind

* @param kind
* The kind of Intersection to create

4
protected Intersection(Kind kind)

{
(1checkIntersectionKind(kind)) // if this is not a valid Kind for this
// implementation of Intersection
Bnrow IllegalArgumentException(“Invalid Intersection Kind * + kind|
+ " for this implementation
intersectionkind = kind; inputChutes = ArrayList</* @ullable */Chute|
=0
outputChutes = rew Arraylist</* @Nullable */Chute=();
263,18 56%

Highly-skilled,
expensive labor

File Edit View Terminal Help
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Automatic
translation

*
public static Intersection factory(Kind kind)
Bf (kind == Kind.SUBNETWORK)

throw new IllegalArgumentException
"intersectionFack RUBNETWORK . Use subnetworkFa

ry instead.");

Verified software ompleted
| (with proof/ game
ol annotations)

i/o portse

* Subclasses ca

* overriding check®

es clause by
* @param kind
* The kind of Intersection to create
‘/

protected Intersection(Kind kind)
{

if (icheckIntersectionKind(kind)) // if this is not a valid Kind for this
// implementation of Intersection
throw new IllegalArgumentException("Invalid Intersection Kind * + kind
+ * for this implementation”);

intersectionkind = kind; inputChutes = new ArrayList</* [IEEEEENN */Chute

outputChutes = new ArrayList</+ [N */chute-();
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File Edit view Terminal Help
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public static Intersection factory(Kind kind) ( O d e
{
if (kind == Kind.SUBNETWORK)

IllegalArgumentException(
“intersectionFactory passed Kind.SUBNETWORK. Use subnetworkFacti

ry instead.");
€ f (kind == Kind.NULL_TEST)

NullTest();
Intersection(kind);

}

public static Subnetwork subnetworkFactory(String methodName)

{

}

yae

* Creates a new Intersection object of the given kind with empty i/o ports<
* Requires:<

et _‘ . Automatic

+ kind 1= SUBNETWORK<br/>

.
* overriding checkIntersectionkind

* @param kind
* The kind of Intersection to create

ted Intersection(Kind kind)

= Intersection.setOutputChute
(1checkIntersectionKind(kind)) // if this is not a valid Kind for this

I Volunteers

Bnrow IllegalArgumentException
File Edit Vview Terminal Help

+ “ for this implementation”);
./

public static Intersection factory(Kind kind)

ot o DiilArgeuntEcception B U g d etecte d ’ C om p I ete d

R B 1o 1Y game
programmer with buzzsaws

on of Intersection
Invalid Intersection Kind * + kind|

intersectionKind = kind; inputChutes = ArrayListe/* @ullable */Chute|
=0

outputChutes =

ArrayList</* @Nullable */Chute=();

263,18 56%

return new Intersection(kind);

YOU WIN!

~

protected Intersection(Kind kind}
{

if (icheckIntersectionkind(kind}) // if this
/7 inplem

Automatic
t | t " <er i Intersection.setOutputChute
throw new IllegalArgumentException(“Inval ra n S a I : n
+ * for this implementation”); T

intersectionKind = kind; inputChutes = new /

=0
outputChutes = new ArrayList</* [[NEEEEEN




Example: null pointer errors

Goal: no dereference of null

Pipe © avariable
Pipe width © narrow: non-null W
wide: maybe null A

Ball < a value
Ball size < small: non-null
large: maybe null

Pinch point e dereference

Unmodifiable < literal null, object creation
pipe/ball

9



Program < game correspondence

Pipe © a variable
Pipe width o type of the variable

w4

Ball size © a property of the value

Ball < a value

Pinch point & requirement

Unmodifiable < requirement
pipe/ball
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Other examples

SQL injection

unintended side effects

format string and regexp validation

incorrect equality ¢

necks

race conditions anc

deadlocks

units of measurement

aliasing
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Challenges

Will the game be fun?
Better than waiting for the bus

Do people outperform verification algorithms?
Inference is undecidable

Hypothesis:
no for correct, verifiable programs
yes for incorrect or unverifiable programs

Game players only have to reduce overall verification
cost, not fully verify the program
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Scoring & Collaboration

1. Game score influenced by
 Collisions (verifiability)
» Use of buzzsaws (trusted assumptions)

* Pipe widths, distinguishing input and output pipes
(re-usability of modules)

2. Collaboration & competition between players

» High-score boards
» Collaborative teams solve challenges
 Social aspects (chats, forums, ...)

W. Dietl - cs.washington.edu/verigames
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Scalability & Optimization

1. Brute force not feasible for large programs

2. Scale-up verification by

« Crowdsourcing games
1. Distribute games to humans
2. Reconfigure games to adjust difficulty
3. Redundancy
« Automatic inference and optimizations

1. How many easy challenges should be left for humans to
feel good about progress?
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FoldIt

1. Proteomics game at UW

2. Effectively created the genre of games that
solve hard problems

3. Three Nature papers in under 2 years
4. Over 240,000 players, 200+ new per day
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§  Pull Mode
=]

A Actions » Undo
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Contributions
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Gamification of program verification
Game...

» encodes correctness conditions
» utilizes human intuition & insight

* is playable by anyone

Goal: cheaper verification I more verification

http://cs.washington.edu/verigames
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Checker Framework Tutorial

Do you want to learn how to build your own
pluggable type systems?

Come see my PLDI tutorial!

Saturday, 16 June from 9:00 to 12:00
Conference 9
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