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ABSTRACT
Test suites should test exceptional behavior to detect faults in error-
handling code. However, manually-written test suites tend to neglect
exceptional behavior. Automatically-generated test suites, on the
other hand, lack test oracles that verify whether runtime exceptions
are the expected behavior of the code under test.

This paper proposes a technique that automatically creates test
oracles for exceptional behaviors from Javadoc comments. The
technique uses a combination of natural language processing and
run-time instrumentation. Our implementation, Toradocu, can be
combined with a test input generation tool. Our experimental evalu-
ation shows that Toradocu improves the fault-finding effectiveness
of EvoSuite and Randoop test suites by 8% and 16% respectively,
and reduces EvoSuite’s false positives by 33%.

CCS Concepts
•Software and its engineering ! Software testing and debug-
ging;

Keywords
Testing, oracle problem, automatic test oracle, oracle generation

1. INTRODUCTION
This paper addresses the oracle problem: the creation of asser-

tions that indicate the expected behavior of a software system. A
test case consists of two parts: an input that triggers the behavior
of the unit under test, and an oracle that indicates whether the be-
havior was correct. Oracles are an essential part of a test case, since
they determine whether a test execution should pass or fail. Ora-
cles encode the intended behavior of the software system, so they
must be provided by a human or generated from human-provided
information such as a formal specification. However, developers
often fail to write oracles, and they even more rarely write formal
specifications.

This work automatically generates oracles from information that
developers do commonly write: natural language documentation.

It is considered standard practice to write semi-structured natural-
language documentation. For example, Java programmers write
Javadoc comments to document their code. Our approach is to
convert such natural-language documentation into test oracles, and
use them in combination with a test input generator to automatically
create complete test cases that expose defects.

Our technique uses natural language processing (NLP) techniques
to parse the documentation into grammatical relations between
words in a sentence. Next, it matches parsed subjects and pred-
icates to source code elements, thus creating conditional expressions
that describe the programmer-intended behavior. The technique
then converts these conditional expressions into test oracles. We
integrated our oracle-generation technique with existing test input
generation tools, yielding a system that can automatically create
complete tests from scratch, without any human involvement.

This paper focuses on exceptional behavior — situations in which
a procedure should raise an exception. Exceptional behavior is
particularly interesting because it is a significant cause of failures,
and because it tends to be poorly covered by both manual and
automatically-generated test suites.

Exceptional behavior is a frequent cause of field failures [47]
because developers usually have the common case in mind when
writing code, because recovering from failures is inherently chal-
lenging, and because developers often forget to account for failures
that occur during exception processing.

Exceptional behavior is poorly covered in manually-written test
suites, as confirmed by the experimental data reported in Section 4.1.
The reasons are similar to those above, and also because it can be
difficult to force software into the unusual situations that involve
exceptions and exception processing.

Exceptional behavior is poorly covered in automatically-generated
test suites for some of the same reasons, but primarily because, in
the absence of a human-written specification, a test generation tool
cannot determine whether a thrown exception is legal or illegal
behavior. If a test throws an exception, then there are four main
possibilities: (i) the exception might be specified behavior, given
the inputs, (ii) the exception might reveal an error in the software
under test, (iii) the exception might be legal but unspecified behavior
caused by incorrect usage of the software, such as when the test
supplies an invalid input, or (iv) the exception might be due to a
system failure such as out-of-memory, timeout, or hardware failure.

If there is no specification of exceptional behavior, then when a
tool generates a test that throws an exception, the tool has to use
heuristics to classify the test into the four categories listed above.
(Section 5.1 gives examples of such heuristics.) Use of heuris-
tics makes the generated tests suffer false alarms and/or missed
alarms, and a poor choice of heuristics can make test generation
tools practically unusable [13, 14, 41]. Our goal is to automati-
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public void test {
 FilterIterator i = new FilterIterator(null, null);
 if (i.getIterator()==null || i.getPredicate()==null) { 
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Related Work
Heuristics  

JCrasher, Crash’n’Check (Csallner, and Smaragdakis. ICSE ’05)  
Randoop (Pacheco, Lahiri, Ernst, and Ball. ICSE ’07) 

Specifications

ASTOOT (Doong, and Frankl. TOSEM ’94) 
Models, contracts, … 

Properties 
Cross-checking oracles (Carzaniga, Goffi, Gorla, Mattavelli, and Pezzè. ICSE ’14) 
Metamorphic testing (Chen, Kuo, Tse, and Zhou. STEP ’13) 
Symmetric testing (Gotlieb. ISSRE ’03) 
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@tComment (Tan, Marinov, Tan, and Leavens. ICST ’12) 
aComment (Tan, Zhou, and Padioleau. ICSE ’11) 
iComment (Tan, Yuan, Krishna, and Zhou. SOSP ’07)



When does Toradocu fail?
Conditions on the elements in a container  
- if collection or any of its elements is null  
- if any element in the arrays is null 
- if notes has fewer than 2 elements 

Specific checks 
- if the runtime type of the specified array is not a supertype 
of the runtime type of every element in this collection 
- if x > 0 

Missing predicate translation (No output) 
- if the charset is not valid 
- if closed



Examples

@throws NullPointerException if the predicate or 
either closure is null
… ifClosure(Predicate predicate, Closure 
trueClosure, Closure falseClosure) {…}
==> predicate == null || trueClosure == null ||   
    falseClosure == null

@throws UnsupportedOperationException if the 
comparator is locked
… checkLocked() {…}
==> target.isLocked()


